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Do Not Distribute

Common MIM Use Cases

Self-service

Reduction of service 
tickets

Desktop integration

Azure MFA

Self-Service 
Password Reset

Self-service

Reduction of service 
tickets

Approval driven

Fixes Hybrid Exchange 
group problems

Group 
Management

Automated

Driven by authoritative 
sources

Standardized

de-provisioning

User 
Provisioning
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What’s New In MIM 2016 SP1?
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Synchronize Enterprise Identities

HR MIM

On Premise 
Applications

MIM portal
self-service

Active 
Directory

Password reset           Delegated group management
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Self-Service Password Reset Options

Registration is performed through web portal.  Reset can be 
performed via the web portal or credential provider.  Multiple 
authentication gates are available.  Account can also be 
unlocked rather than password reset.

Registration and reset is performed in the cloud and password 
is written back to Active Directory.  Multiple authentication 
gates are available.  Account can also be unlocked rather than 
password reset.



Do Not Distribute

•
•
•

•
•

Leveraging Azure MFA
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Justification and responses for 
group membership joins.

XPATH for email templates

• [//Request/Justification] 

• [//WorkflowData/Reason] 

Approval Justification
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Previously locked down to Group 
object type.

Required Attributes
• ExplicitMember, 

ComputedMember and 
Membership Locked

Justification supported on join

Custom Group Objects
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Azure Reporting
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Reporting

MIM Reporting Group Membership Change

Set Membership Change

Group History 

Set History

User History

Request History

Management Policy Rule History

MIM Hybrid
Reporting

Self Service Password Registration

Self Service Password Reset

Self Service Group Management



MIM Demo
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MIM & Azure AD Premium

Microsoft Azure
Active Directory 

Azure AD App 
Proxy

Azure AD Connect

HR

MIM App

MIM 
Portal

On-premises
Web apps
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Password Write-Back

AAD MV AD
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Duplicate Attribute Resiliency

Microsoft Azure Active 
Directory

Azure AD Connect

UPN: jane@contoso.com

UPN: jane@contoso.com

UPN: jane@contoso.com

UPN: jane1234@contoso.onmicrosoft.com
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Windows Server
Active Directory

Azure AD as the Control Plane

Customers

On-premises

Partners

Azure

Cloud

Public
cloud

Microsoft Azure Active Directory

BYO



Cloud & On-Premises Applications

Web apps

(Azure Active Directory 
Application Proxy)

Integrated

LOB apps

SaaS apps

HR and  Other Directories

2500+ popular  SaaS apps

Connect and sync on-premises directories 
with Azure

Easily publish on-premises web apps via 
Application Proxy + Custom apps 
through a rich standards-based platform

Microsoft Azure



Manage Application Access with 
User Attributes

1. Create a security group

2. Configure the rule on the 
group

3. Assign the group to 
applications

4. Verify that the right users 
have access

New group

All users where...

RULE



Extending Azure AD Schema

UPN: jane@contoso.com
givenName: Jane

sn: Smith
division: East Region

Azure AD Connect

Microsoft Azure Active 
Directory

UPN: jane@contoso.com
givenName: Jane

sn: Smith
Extension_98k23h298kds3894kjdf93_division: East Region



Consistent Experience Across 
Applications

• Company branded, personalized 
application Access Panel: 
http://myapps.microsoft.com
+ iOS and Android Mobile Apps

• Integrated O365 app launching 
(waffle)

• Manage your account and 
groups

• Self-service password reset

• Application access requests

http://myapps.microsoft.com/


Outbound Provisioning

 Automatically add, update, and disable user accounts in applications
 Configure attribute mappings per application
 Provisioning and usage reports

Microsoft Azure



Demo

Azure AD & Salesforce
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Azure AD Connect Health



Questions?


