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[dentity-Driven Security from OCG

Delivering long-term, value-added services for Identity and Access
Management, Identity Governance, Device Management, Security, and more.

Why OCG?

@ 15+ year track record deploying
identity and hybrid-identity solutions

700+ enterprise projects delivered
around the world, and over 7 million
Office 365 seats deployed

2013-2014-2015, finalist 2016

Deep connections with Microsoft
Cloud engineering team

@ Microsoft Identity Partner of the Year

Planning &
Assessment

Envisioning workshops
Readiness assessments
Security reviews

AD health-checks

Training courses

Deployment
Services

Pilots for Azure AD, AD
FS, Intune, RMS, and
more

Office 365
integration/migration

FIM/MIM integration

Azure Marketplace
Application Integration

SMS integration

OXFORD

COMPUTER GROUP

Managed
Services

Help desk support

System Center
integration

24x7 monitoring,
alerting & logging

Maintenance

3rd party application
management

Training courses




: Strong
Established heritage in

2010 IGA &

Security

Vision

Be the foremost Cloud Identity Governance 2.0 provider

Enable organizations with access governance and intelligence 2.0 solutions
to adopt Compliance, Cloud First and Digitalization initiatives and
secure critical data, infrastructure and applications

§sAvivNT



SsAvivNT

What is Identity Governance & Administration?

User Account Provisioning

Identity Lifecycle

Management
» User Provisioning
« Password
Management

» Centralized Identity
Repository - ‘One
identity to rule them
all’

Access
Governance

Certifications
* Role Management

« Policy / Process

* Access Request

« Compliance reporting

User Account
Provisioning

Identity Access Request
Intelligence and Approval

|dentity

Governance and

Entitlements Administration Access
management Certification

Role Policy
Management Governance

Confidential



Compliance does not equal Security!

SsAvivNT

Whose has Access?

What do they have access t0?
What does that Access secure?
Why was the Access granted?
Who approved the Access?
When was the Access granted?
Was the access re-certified?

Is the Access necessary?

What is the Business impact? Risk?
How is it being used?

Can it help improve Business
process?

Confidential



SsAvivNT

Digital, Cloud First and Compliance mandates are introducing
a paradigm shift in IT

8 I

COI\/IPLIANCE

RS -
Massive Exposure Excessive Privileges High Overhead
as assets are opened for external access due to increased autonomy in being up-to-date or incur risk penalties

Infrastructure Data Applications

6 Confidential



SsAvivNT

[GA isn't enough....

User Account Provisioning

[dentity Lifecyc] '
e dentity & Access Governance

Management
» User Provisioning
« Password

Certifications

Management . Role Managernent Identity Analytics (IGA 2.0)

* Centralized Identity . Policy / P
Repository - ‘One Olicy / Frocess
* Access Request

identity to rule them : :
Al « Compliance reporting

Anomalous behavior detection
Peer group analysis

* Preventative Security

*  Dynamic Risk Scoring

« Continuous monitoring

Confidential



SsAvivNT

[GA 2.0 = Identity Governance & Administration with Identity

Analytics

[dentity is the new Perimeter

Visibilty across Data, Infrastructure & Applications
on cloud and enterprise and across different user communities...

Governance is the new Imperative

Compliant identity across multiple regulations...

Intelligence in the new Prevention

Need to move from Compliance to Intelligent + Real-time Security in a
transient environment...

8 Confidential



[DM -1GA1.0 -> IGA 2.0

AD / Exchange REST APIs

Legacy Identity Management Connectors

RACF

ACF? LDAP SPML / SCIM UNIX

Identity Governance and Intelligence

Intelligent Access Request Management Usage / Risk Analytics Password Management
Risk-based Access Certification Integrated Access Recommendations Privilege Access Governance
Provisioning & Connectors Continuous Controls Monitoring Reporting & Dashboard

Usage / Outlier Analytics
Integrated Access Recommendations
Risk & Controls Library

Fine-grained Segregation of Duty (SOD) Management
Fine-grained Role & Rule Engineering & Governance

Identity Governance Metrics & Reporting

SsAvivNT

RDBMS

DB Tables Any App

Segregation of Duty (SOD) Management
Role / Rule Engineering & Governance

ABAC / Event-based Policy Management

Application Onboarding Workbench

Access Clean-up

IGA Integration Interfaces

Confidential



SsAvivNT

Secure data, applications and infrastructure with a single

oroduct

4 )
Infrastructure Access Data Access Application Access External / Customer
Governance Governance Governance Access Governance
amazon Il office SAP4 R
webservices”  GitHub ¢
Google Apps for Work WorkdOy
e Azure AD
¢ E@ Microsoft Azure B> sh £ BUSINESS SUITE
Ly . SharePoint | * ~ - :
e box mc Pingidentity' lckqy
E A\Puppet 7 >4 : FORGEROCK
docker . CrhEElED 3 Dropbox e ~ PeopleSoft ‘ OpenDJ
« Cerner
Identity Governance and Intelligence
AD / Exchange REST APIs E\ég LDAP v3 SPML / SCIM UNIX D%DTz“glzs 120+ Apps

- J
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SsAvivNT

Identity addresses 3 primary needs to secure critical assets

VISIBILITY GOVERNANCE SECURITY

* Who has access to what? * How can | ensure appropriate * How can | secure in 'real-time’

« Who are my riskiest users / | access at all times, including | access to sensitive data or critical
workloads? emergency access? workloads?

 What are the privileged * Can | enforce Segregation of Duty « (Can | stay ahead of new threats?
entitlements / sensitive data? (SOD) rules, access policies? Identify suspicious users?

« What are they doing with that « How do I revoke access in timely ~ + Howdo| apply compliance
access? manner? mandates consistently?

...............
............
................
.............
.............

..............
--------------
........
......
.........
-------
........
.............
.............
................
................
-----------
--------
-----------
--------
.........
............
----------

Identity 2.0

1 Confidential



SsAvivNT

[GA 2.0 success lies in understanding its

USER, UX and their imperatives

Identify non-compliant / risky users and their access
Revoke risky access in a timely manner
Catalog should be easy to find Are all crown jewels protected
If / when will I get access? despite org changes?

Understand risk exposure if approved Are controls effective, preventive?

Requester, Approver EASESEEIN  Compliance Owners

Certifier

Manage exception access

App Owner

Can I see all the risky users / access
/ violations to my app?

Understand risk if access is extended
When / why was access granted? How can I easily integrate my app?

Who else has reviewed the access? Easily make bulk changes
Manage licenses

12 Confidential



SsAvivNT

Built to demonstrate continuous business value with out-of-box

KPIs, drill down dashboards

. 278375 . 33321 : :

& @ System Monitoring Dashboard

Total Identities Users with
Invalid Manager # Dashboard > System Monitoring Dashboard

> £
765 563489
- 186d A o o i

) 0
Inactive User Entitlements 1+
Active Account Managed Uptime Since Major Incidents Minor Incidents SLA Status
L N (=)

il

Saviynt Usage User Visits

20,000
!

18,000 Q 306369 1703

Total Reguests Pending

16,000

14,000

'C}g 238

Inactive Approvers

12,000

10,000
Endpoint Al

8,000 Request History

6,000 20,000

4,000

15,000 4

2,000

SMPCLNT800 SMPCLNT400 PR1CLNT100 10,300

Total Requests

5,000

Jan Feb Mar aar May un wl

B Total Requests —8— Request Rejected Request Agproved

13 Confidential



SsAvivNT

Built to demonstrate continuous business value with out-of-box

KPIs, drill down dashboards

Certifications Title 1

1 Active Accounts With Inactive Users Per Application Dormant Accounts By Application

0
SalesForce AWS SalesForce
JAN FEB MAR

Workday Oracle-EBS [ TestBar AWS .‘

SAV_OracleEBS

ActiveDirectory

SAV_OracleEBS

() ActiveDirectory 12 SAV_OracleEBS 5 () SAV_OracleEBS 2,240 AWS 27

. AWS 4 . SalesForce 3 . SalesForce 12

14 Confidential



SsAvivNT

Built to demonstrate continuous business value with out-of-box

KPIs, drill down dashboards

15

Endpoint  All
Violations Trend by Year
6 10,000 ‘ 1.2
5 - 8,000 - 1.0
4 - 6,000 Vi poy 0.8
3 - 4,000 ) ‘ 0.6
2 - 2,000 0.4
1 0 - » ° .- ° ? ° e 902
0 -2,000 0.0
2016 Mar May Jul
—=— Open Violations Closed Violations Acceptq
<3 _—
[ —
& s 2671 L, 620 =
Total Rulesets Total Risks Total Functions Total Mitigating
Controls
Q1 2277 0 4 w1
New Violations In-progress Accepted Closed
Violations Violations Violations
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SsAvivNT

Manage and govern privilege access / just-in-time

administration

0 Select Fire Fighter Role ) Provide Justification
LTLLLLLLLRBLRRRBRRRRNS
« Self-service, time-bound (checkout / check-in) |
. .. User Attributes
« Multi-level approval workflow for privileged
access / role across multiple applications Eors
TR(?‘;ﬁj_mv: _— TXP[I__\F\ START DATE BUSINESS JUSTIFICATION

VAV DevCrossAcoAceoss|

Activity monitoring of privileged access and
correlation of temporary access keys to actual e e o
identity

*  Soptember 8th 2016, 04:14:05.000  us-cast-1 ListAccessKeys AssumedRole DovCrossAocAccess

»  Septembar 8th 2016, (04:14:05.000 us-aast-1

Security Events requiring attention

*  Seplember 8th 2016, 04:44:48.000  us casl 1

Launch automatic certification of privileged
activity

Event Count
g 8 B

Perform behavioral analytics to identify
suspicious privileged activity

16 Confidential



SsAvivNT

[ntuitive web and mobile Ul ensures acceptance by the most

demanding business users

Request History

Request Approval
(1]

Tasks .

Request Vs Actual VIEW MORE

4

VIEW MORE

* Simple grid layout for easy

navigation

and access for other users

Welcome (admin)

# Request Home
# ARS > RequestHome

Request Access View Existing
Access

VIEW MORE

Change Password

Request History

VIEW MORE

Create requests for new accounts, roles

Remove Access
for Others

Register user

VIEW MORE

admin

Setup Delegates
admin@newsaviynt.com

(.

Employee ID:
Manager:
User Type:

15

Request Approval

©)

27

Pending Tasks

6

Persistent
notification bar

8
) SAVIYNT

Approvals Requests
Approved:18 Completed:11

Rejected:7 Expired:2
Pending:15 Pending:2

Tasks

Completed:16
Pending 19

Reports

* Supports personalization

17

Mobile app available
on i0S and Android

Confidential



SsAvivNT

Access recommendations as decision tools for requesters,
approvers and certifiers

' SAVIYNT
Request Access for Angela Ward (AW3061) m——
® Request Home | # ARS > Reguest Home > Reguest Access Step 10of4 o
Request History
s e Sl » Application and Entitlement recommendations
i S e e S .S %S S auto-generated as dynamic roles based off
RV i peers’ existing access and recent requests
Ll g » Default recommendation configuration excludes
R p— access < 70% common across peers, high-risk / 2
e SOX sensitive apps and entitlements I ) e e s
KTPS
Showing 1 to 2 of 2 entries o
15 + records per page
Application * Description ¢ Actions S
ADITResource
AIX |+
DB2
MSSQLServer |+ i
obD8
RACF
Siebel Prod

18 Confidential



SsAvivNT

Inline preventive policy and SOD violation analysis

Request Access for Branimir Zagorski (bgzagb01) e

Hom
Reques: Home @ ABS > Asquest Hom » Shovw Request Deal =
Recuest History

e w Request Approval New Account Request
Provide Justification

Request Access for Bruce Langlois (275105)

# ARS > Request Home > Request Acce:

Tasks Account Name Endpoint TimezZone
bgzagh01 PRICLNT100 EET
Request Vs Actual
UserGroup E£-Mail User Type
BULGARIA elwin.iouls@saviynt.corr
Manager Requested By:
1850 Sofia Atanasova (bgatas02)
Access ENTITLEVENT TYPE REQUEST TYPE APPROVALTYPE START DATE
o
Account Name Endpoint
i : : 2z
CTF BUSINESS JUSTIFICATION -
G
AccEss ENTITLEMENT TYPE REQUEST TVPE APPROVAL TYPE START DATE

ASSIGNEE ' " e
BUSINESS JUSTIFICATION |~ accerr | x mesec |

Access ENTITLEMENT TYPE REQUEST TYPE APPROVAL TYPE START DATE

TP BUSINESS oN as ed by my mana s
ADD REQUEST o

o

e

This role is causing SOD

APPROVAL TYPE

sssiaes
S— . ausaiess psTRcATON T

BUSINESS

— [ ccor e

Comments = REECTAL

< Comments

Existing Comments

02/16/15-Sof Violation of of duties is based on posting and paying Invoices - both needed for the current position
- Exception Handling and Payment Speciakist.

Add Comments

Total 4 Segregation of Duty Violation Found

* Run-time preventive SOD and policy ‘ _—
validation —
» Risk-based enterprise workflow ensures s g Ppmaces e g P If e

dynamic routing of approvals based on - S
request risk

4440_MAINT_BLOCKED_INVO! [/1BS/RB_RECLAS, /EACA/GL_DOCNR)

ROLE - /IBS/RB_RECLAS [/1BS/RB_RECLAS, EFBI1CAS00_BLKED. INV_PROC]
ROLE - /BEV2/91000047 [EFPP1CASO0_AP_PAYMENT_PROC. TCODE - MRER

| cooe-rsa.esapss

19 Confidential
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Saviynt enables adoption of multi-dimensional

RISK model and data driven analytics

Static ) Dynamic ) Inherent )

Classification / glossary Outlier / Peer analysis Geolocation
RISK ) Segregation of duty policies Access outside role User type
/ . . . . .
' Context-based access policies Usage analysis Threat intelligence /
vulnerability
Access + Usage Security & Compliance controls Behavior analysis
: Reports ..
Request Review port / Roles & Policies
, , Analytics ,
/ V #
* Netflix-style * Access Outliers * Out-of-band Provisioning + Usage Analytics
Recommendations * SOD Violations * Closed-loop Provisioning /  * Actual vs. potential SOD
* Qutlier-based Approval * Usage Analytics Certification Violations
Confidence * Critical Access * Entitlement Enrichment * Role vs. Actual
* Preventive SOD Rules / * Ownership Discovery + Transaction Monitoring
Access Policies * SLA Violations

e Risk Dashboards

20 Confidential



Dynamic Roles SsAvivNT

Peer analysis to detect access Outliers or Inliers

to form Access Recommendations

Outlier 99% Probability
Cohesiveness 60%
100% JobRole Request

‘Role -Investor’

* Netflix-style access
o )
80% recommendations
Dept * Qutlier-based approval

INVESTMENT > confidence

75%

Division
IB

I‘ MGT
Jane Doe

M " * Review 5-10% entitlements,
anager Title get >70% revokes
). Smith’ 'SECOND VP’

97% 92%

21 Confidential
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Sample Risk Based Access Requests

Outlier + SOD review

Asset Risk / User Risk Approve / Request Dynamic

Manager approval

+ Resource / Role Owner required + Security Team

Critical

Manager approval
High + Resource / Role Owner (for critical and high + Security Team
risk entitlement / role)

Auto approved with manager override options + Security Team
+ Resource Owner

Medium (Baseline)

Auto approved with manager override options

SsAvivNT

Confidential



Sample Risk Based Access Reviews

Asset Risk /
User Risk

High Annual

Full Access Review

Medium (Baseline) As needed

As needed

23

Outlier Certification

(Dynamic + Inherent)
~ 5% entitlements to be reviewed

Monthly risk based reviews

Quarterly
Semi annual

Yearly

SsAvivNT

Confidential
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SsAvivNT

Sample risk-based role management process

. Access Request Access Certification Role Content Certification
Role Risk Category . . . . h
(min. approval levels) (min. review levels) (min. review levels)
Critical 1. Manager 1. Manager 1. Role owner approval
2. Resource owner /IT security / 2. Resource owner /IT security / 2. Resource owner approval
compliance office compliance office 3. Role governance committee
3. ISO approval
4. Performed semi-annually
High 1. Manager 1. Manager 1. Role owner approval
2. Resource owner /IT security / 2. Resource owner /IT security / 2. Resource owner approval
compliance office compliance office 3. Role governance committee
approval
4. Performed semi-annually
Medium 1. Manager 1. Manager / Resource Owner 1. Role owner approval
2. Resource owner approval
3. Role governance committee
approval (optional)
4. Perform annually
Auto approval if role constraints are Auto approval if role constraints are 1. Role owner approval
met met 2. Perform annually
Outlying Entitlement Risk Access Request Access Certification
Category
High 1. Manager 1. Manager
2. Resource owner / IT security / compliance office 2. Resource owner / IT security / compliance office

Note: any entitlement assigned outside of access role is default considered as medium risk or higher, although BUs could choose to have low risk

Confidential
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SsAvivNT

IGA 2.0 is a single pane for holistic security built from the ground-up on most

comprehensive & actionable security controls and usage / risk analytics

§sAvivinT

Joiners, Movers,

..................... Identity Management
Leavers & Governance

B2E, B2B, B2C, B2B2C Identity Warehouse + Security Warehouse
(Employees, Contractors,

Customers, Partners)

Saviynt Cl(glfl\d\
ON-PREMISE APPLIANCE

‘ Application GRC ‘ Identity-centric CASB

A
Who has access to what? ~ What does the access secure?  What are they doing? 360 degree view

Identity Entitlements Controls Data Usage Risk Configuration of secu I‘ity

Access Audit Events
A

— .% Hybrid IT ~
i Infrastructure | Data | Applications
Confidential



SsAvivNT

(Saviynt + Microsoft) provides comprehensive enterprise IAM

and cloud access governance for critical applications

r ™
Cloud IaaS, SaaS Apps Azure AD Business Critical Apps Physical Assets
Azure, 0365,
Concur, AWS, SAP, Oracle EBS,
Dockers, WebEx, Workday, SFDC
Slack, Ariba,...
\ y,
Identity Management .
Security Management Identity Governance
IDaaS + IDM IGA-aaS

Microsoft MIM + ADFS + EMS

Federation / SSO / MFA
Mobility Management

Saviynt Security Manager

Intelligent Access Risk-based Certification Role / Rule Engineering
Request + Management

Cloud Identity Warehouse

: L QOOTB Integration SOD Management Identity & Usage Fine-grained
[dentity Management / Provisioning Compliance Monitoring Analytics Provisioning Connectors

26 Confidential




Application

Saviynt + MIM for Critical Applications

Data

IEEN

SsAvivNT
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Why Application Access Governance?

1 Most are mission critical...

Strict access control especially for privileged access is a must to secure
mission critical data and transactions

Heavy compliance mandates dictate deployment and continuous
monitoring of GRC and security controls

Authorization is complex, hierarchical &
unique

Each application has potentially multiple modules with varied
architecture, unique and complex access hierarchy implementation

Segregation of duty (SOD) enforcement / fraud management is
complex, needs automation and deep integration with application’s
access hierarchy

Typically managed in a silo...

Enterprise applications have a standalone security solution, leading to
inconsistencies and redundancy in policy enforcement

salesforce

SAP4

ORrRACLE
E-BUSINESS SUITE

workday
Bole
PeopleSoft

« Cerner

SsAvivNT

APPLICATION ACCESS

GOVERNANCE

Application SOD
Management &
Remediation
Mitigating Controls

Management

Usage Analytics

Role / Privilege Design &
Governance

Emergency Access
Management

Security Controls

Confidential
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Saviynt for SAP

SAP Securit '
y «; Entitlements Hierarchy JCO connector
. oles |
. o : - '+ SAPROLE t-codes
o Continuous controls monitoring with | o = 21 B OTC EC DIsP [tcodes |
100+ SAP controls & ode
o SoD analysis, remediatonand | T VESD / JCO connector
workbench for management | VE31 , —
o - . o ary + detail) —
o Privilege access risk analysis/ | < VI10X Jents =
monitoring | L Viax — ABAP Saviynt
o ActiIC)qabIe usage analysisand | L. VX03N extractor Secumy
analytics VX13N V]
) e . anager
o Risk-based access certification based - [ VXA s | SOD Java connector 9
1 ‘~"htar / amarnancy, Aarrace b i VXA2
o ngﬂghter / emergency access \ter mgmt.
review VXA3 —
o License management | ZOTCPRCQUOTE
o Custom transactions and program - e Auth Object platforms LDAP, DB,
review [} 1+ S_TCODE X flat-file
. . 3C
- . Field Name -TCD Min Value -VE30 Max Value -VE30 ~ ~ "~ connectors
o Vulnerability & Securi
C f r tty M ty t Field Name -TCD Min Value -VE31 Max Value -VE31
Ro|n IgU a |on. agage?en L | Field Name -TCD Min Value -VI10X Max Value -VI10X
© WOl _engme'erlng ase_ ol §tat|st|ca Field Name -TCD Min Value -VI64X Max Value -VI64X Extend security model to non
algo'r|thms, includes simulationand | Field Name -TCD Min Value -VX03N Max Value -VX03N SAP applicatiozs and platforms
version control Field Name -TCD Min Value -VX13N Max Value -VX13N

29 Confidential
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Saviynt for Healthcare applications

EpIC m Epic connector
« Entitlements Hierarchy

Healthcare Security |
o Security controls testing o Epi B Classification Name =SSON

o (Sub-) Template analysis for =y [+ s MODEL PB PROJECT TEAM l
overlapping access & SoD ¢ [ @ SCHEDULE TEMPLATE MENU erner
o Template / class management . [ [ s AUTOSCHED OVERRIDE POOL USAGE
including version control . Z“AR @ Saviynt
© Per_iOdiC template / class owner "t Charge Entry Activity Report MENS % SeCU r|ty
review ¢ Charge Review Activity Report | A [ S M ana g er
o 170+ out of box rules for SoD - ' Charge Review WQ Aging Report | Flat-file
analysis and remediation across all o Mc - = Revenue Management Report ry clinical connector
clinical and financial modules Sie [ s RECALL RECORD ACCESS stems
o 50+ out of box security controls = f [ B PREREQUISITE LINK UNLINK
o Role engineering g REEREQUISLE SRR ) LDAP. DB
o Role life-cycle management : e enterprise flat-file
o Advanced simulation before L -8 PREEEQU'S'TE SR ‘e.g. AD, etc. connectors
applying role and SOD changes - fs PREREQUISITE UNDO FINAL STATUS -
o Access and usage reporting [} B PREREQUISITE VERIFY APPT :
o Intuitive web and mobile access B B EDIT BILL AREA EXteﬂdaziFlgr;tyaf:gde| to
|
request system (i RSP non—healthcgre specific

applications and platforms
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Oracle EBS Security

Fine grained access control with the
ability to import the entire stack of
access

150+ out of the box security controls
and remediation workbench
Functional Application Role
Engineering based on advanced
statistical algorithms

Saviynt engineered roles are SoD
free and have no entitlement
redundancy

Responsibility consolidation
checking the underlying functions
Custom responsibility / functions
review

Role life-cycle management with
version control and ability to roll
back

i
|
|
|
|

i

- — —_ = —_

Saviynt for Oracle E-Business Suite

Oracle EBS

=t

OEBS-Responsibility
AP_CREDIT_CARDS_PROGRESS
[}~ "= OEBS-Menu
B AP_WEB_CREDIT_CARD_NAVIGATE
E] OEBS-Function
AP_PCARD_VERIFY_TXNS
- AP_PCARD_VIEW_TXN_HIST
INTRNT_PROCURMENT_PROGRESS_S&L
PREFERENCES
EMPLOYEE_DIRECT_ACCESS_V4.0
OTL_SS_PROGRESS
FNDWF_USER_WEB_PROGRESS
PA_PRM_TEAM_MEM_PRG

SS
< Entitlements Hierarchy o
ponsibilities |

=

unctions

/ity
Jsage logs |
events

C

D Rules |
lations

APIs
Flat File

APls

File based

Java connector

§sAvi

Saviynt
Security
Manager

YNT
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Saviynt for PeopleSoft

Peoplesoft

PEOpIESOIt SecUry

o Fine grained access control with the | o A - B ROLENAME
ability to import the entire stack of ir - e UPG_WEB_EMP - Access APls
acCess a = ; CLASSID counts | Roles |

o 50+ out of the box security controls p IMPAPP0002 srmissions List Saviynt
and remediation workbench o M [=]- = IM_AET_DELEGATION .

o Functional / Application Role A £]- ©+ MENUNAME — Securlty
Engineering based on advanced o A 5 © HCDL ALL - Activity Manager
statistical algorithms re - - BARITEMNAME >gon | Audit logs | —

o Saviynt engineered roles are SoD oV - B DISPLAYONLY Asiness events =
free and have no entitlement S ,
redundancy b 0 File based

o Role consolidation checking the E IM_AET_MANAGER
underlying permissions - e IM_HSASUMMARY

o Role life-cycle management with [t}- £ IM_PTPT1000
version control and ability to roll [} [ OW_SUGGESTION_EMP
back [ PTPT1400

[} 0 WEB_EMP

32 Confidential
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Saviynt for Big Data platforms

_ HANA
SAP HANA Security : :
«; Entitlements Hierarchy Activity
o Access Abstraction layer to translate | o ; Roles | JDBC connector
business rules in to complex [Z}- 7 Role ical, package,
database object models [} PUBLIC 'apz"lc;tf”/
o Automatic creation of optimal roles | © S ge o9
and privileges based on business Hana_Table
rules . [#~ 1 Hana_View Saviynt
isioni Jouse :
o ?Olitar:;tAed provisioning of controls MODELING ehouse | JDBC Secuﬂty
o User management with built-in o [}~ 0w ZTEST d reports Manager
security and compliance control - Svstem Privilege
checks = y - & tional)
o Real-time audit / alert of access and - CREATE SCHEMA Jles | SOD Java connector
any violations including out-of-band ...... REPO.MAINTAIN_DELIVERY_UNITS  ghter mgmt.
provisioning, SoD conflict, etc.
- IMPORT
...... EXPORT
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Saviynt for Salesforce.com

Salesforce Security Salesforce

« Entitlements Hierarchy

o Fine grained access control with the | o Adva I
aria . . 2 +}- pportunity

ability to import the entire stack of impa L ounts

access — proflles, perm|SS|on sets, mlgré <<<<< Burlington Textiles Corp of America

objects, object fields, etc. prodi - @ Dispatch \ccess
o OQOut of the box security controls and o Minir - [ Express Logistics and Transport

remediation workbench Acce: | - Incremental Test Edit ofiles | Permission
o Application Role Engineering based | o Usag sForce :t Fields | Records

.. T R TestSt ing1 .

on advanced statistical algorithms reme| | ot APl Saviynt
o Saviynt engineered roles are SoD O ED | e — Security

free and have no entitlement preve E} 8w ManageUser — M

redundancy Secutr [—] SfAccountReadFields S aﬂager
o Profile / Rolg consoli.dation checking | = AccountNumber \ctivity File based

the underlying functons | AcEoIISeHse

, B I site in | Usage logs |
o Custom profile review o
. . = SfAccountPermissions 1ess events
o Role life-cycle management with c
} o B I reate
version control and ability toroll | -
back [}- B SfLeadPermissions
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Saviynt + MIM tor Cloud Applications

Data

IEEN
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Why [aaS Access Governance?

1 High risk due to privileged access...

Compromise of a single AWS / Azure Account can lead to breach of entire datacenter
on Cloud

DevOps users can have privileged access to laaS services / workloads / policies and
Cl/CD tools in their VPCs

2 Complex services and entities to manage...

Access control extends beyond users to entities such as VPCs, subnets, instances,
DBs, data objects, etc. Policies are usually defined as JSON objects

Multiple points of failure such as incorrect workload tags, misconfigured instances,
open ports / open access, non-rotated certificates, etc.

Need to keep pace with laaS innovation e.g. Amazon released 200+ capabilities and
services for AWS in 2015 alone

3 Scale and intelligence is a must...

Visibility of a single AWS account needs integration with at least 5 log sources
including CloudWatch, CloudTrail, VPC flow logs, AWS Config, several DevOps tools,
etc.

Large volumes of user access, configuration and activity data need smarter tools such
as intelligence and analytics to identify riskiest users and access

amazon
webservices™

GitHub

2R Windows Azure

e =

docker

CHEF

AL

SsAvivNT

INFRASTRUCTURE

ACCESS GOVERNANCE

200+ Risk Controls Library
Near Real-time Preventive
Workload Security
DevSecOps & Secure
Cl/CD

Entity Life-cycle
Management

Privilege Access

Governance

User Behavior Analytics

Confidential
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Saviynt [aaS Access Governance

Secure laa$ platforms such as AWS, Azure and DevOps

Chef
EC2 RDS ELB EBS S3 '?X\K/? Puppet agsgrﬁi?egw
(DevOps) Ecosystem

CloudTrail, CloudWatch, AWS Config / SNS, AWS APIs, DevOps logs, VPC flow logs

Discover

Insecure

; Misconfigured
> —]

API-based Connectors for 200+ Risk Signatures Near Real-time Access Request / Review

IaaS & DevOps Tools Preventive Security

Access Provisioning

IAM Users, Access Risk Intelligence Review / Approve Access

Policies, Configuration Peer Group Analytics Infrastructure Access Continuous COHTFO|S
Objects Policies (RBAC / ABAC) Monitoring
Unstructured Data Access Policy / Privilege Access Reporting Dashboards

Configuration Analysis Management / . .
Audit & Usage Logs Governance User Behavior Analytics

Data Classification Segregation of Duty rules

Confidential
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..with flexibility of data sparse vs. data full connector

[=}- 7 AzureSubscription
(- fw 6-months

&

o

AzureResourceGroup

SaviyntSharepoint_ResourceGroup
VirtualMachine
SaviyntDC
------ SaviyntSharepoint_Dev
DevSQL_PRISM
AzureVirtualNetworkGateway

SaviyntVPNGateway

------ SaviyntBackupVPNGateway
AzureVPNConnection

b SaviyntVPNGateway

AzureNetworkInterface

SaviyntDC_Interface

SaviyntSharepoint_Dev_Interface
AzureSQLServer
SaviyntPRISM_QA

Integration

Privilege

VirtualMachine :: Roles::Assigned

Azure

v Owner
Reader
Contributor
Security Manager
Automation Operator
Backup Contributor
Backup Reader
Backup Editor
Web Plan Contributor
Website Contributor

Owner
Reader

v Contributor
Security Manager

SsAvivNT
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..with flexibility of data sparse vs. data full connector

iIntegration
AWS
« Entitlements Hierarchy
[ 1 AWSPolicy
AWSGroup
RdsDblnstance Privilege
S3Bucket
- EC2Instance EC2Instance :: AllowAction ec2:
------ i-0c656b6dd371f5b93

...... i-0c656b6dd371f5b93 EC2Instance :: AllowCondition

------ i-0769dcb45db9b2e1e
...... i-0769dcb45db9b2e1e EC2Instance :: DenyAction

EC2Instance :: DenyCondition

39 Confidential
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Integrated with security warehouse to store audit and usage

logs

AWS

“type™ "Role”,

A

40 Confidential
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Why Data Access Governance?

1 Access model is discretionary...

A user with read-only access can share a sensitive document with any
internal or external user

Access escalation or privilege modification performed by Privileged
User can go unnoticed

Files can be exchanged without ‘sharing'...

A user can create ‘share link’ for a document and distribute it out-of-
band leaving no trace and open to anonymous access

Data encryption is not enough...

It protects only against external rogue access or if service provider is
compromised. Authorized users with appropriate access still get access
to encrypted data

Gateway-based encryption strategies might not work well with mobile
access

] Office

i

Google Apps for Work

box

£ Dropbox

B> SharePoint

SsAvivNT

DATA ACCESS
GOVERNANCE

Data Classification
Near Real-time Data
Prevention

Access Analytics
Data Access Policies
Privilege Access

Governance

Access Life-cycle

Management

User Behavior Analytics
On-tenant API-based
Security Plug-in

Confidential
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Saviynt Data Access Governance

SsAvivNT

Secure unstructured data in Cloud, Big Data and Enterprise platforms

Discover

PC|
B PII
IP

API-based Connectors on
Cloud Tenant

Access Hierarchy
Unstructured Data

Audit & Usage Logs

Office 365

Google Apps

Dropbox

Box MS SharePoint 2013 Hadoop

Data Classification
50+ Risk Signatures
Risk Intelligence
Peer Group Analytics

Access Hierarchy Analysis

Protect

i

Near Real-time
Quarantine

Review / Approve Access

Data Access Policies
(RBAC / ABAC)

Encrypt /IRM

Multi-factor
Authentication*

Privilege Access
Governance

Access Request / Review

Access Provisioning

Continuous Controls
Monitoring

Reporting Dashboards

User Behavior Analytics

* Via partners e.g. okta, Oracle, Ping, RSA,...
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..with flexibility of data sparse vs. data full connector

Integration

Office 365

[J;'} SharePoint List Privilege
/Demo1/Shared Documents

/Demo1/subsite/Shared Documents SharePoint List :: Permissions v| Full Control

/Demoi/subsite/subsite1/Shared Documents
v Contribute (NewGroup)

/Demoi/subsite/subsite1/subsite2/Shared Documents 2
v Design (NewGroup)

—_— = — —[E}

/Demo/subsite/subsite1/subsite2/subsite3/Shared Documents i:?rﬁ’;;:r::iﬁ i Group 7| Liiited Aceess (RolE
/Demo1/subsite/subsite1/subsite2/subsite3/subsited/Shared Documen owners)

/Finances v  Read (NewGroup)
/FormServerTemplates/Forms/All Forms.aspx SharePoint List :: Unique OR

/HealthRecords Inherited

/Lists/CLTest/Allltems.aspx
/Marketing

-G G — -

/MedicalRecords
SharePoint Group
SharePoint File
SharePoint Folder
SharePoint Site
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Integrated with security warehouse to store audit and usage

logs

Cross platform Data Governance Office 365 External Sharing of Sensitive Files

Edit Scan Rule Entitlements

# Entitlement Files with View Links Enabled:
15.70% Files Shared with Edit

v Files with Edit Links Enabled: Permissions: 23.14%
15 Records Per Page oo o
. . . . . Files Shared with View
Scan Rule Entitlement Value Endpoint Match Count Violation Probability Permissions: 51.24%

US SSN PatientRecords.txt Salesforce 9 HIGH

US SSN AetnaRecords.txt Salesforce 9 [310)¢ 647 Box 1 1 7 Box 84 Box 25
Files Count Folders Count Shared Links Count Shared Links without
US SSN PatientRecords.txt Salesforce 9 Password Count
RELOAD £ RELOAD & RELOAD RELOAD £
US SSN AetnaRecords.txt Salesforce 9
US SSN PatientRecords11.txt Salesforce 9 Box O Box 3 1 6 Box 84 Box 26
Shared Links without Pl Sensitive Files Count PCI Sensitive Files Count Collaborators Count
US SSN PatientRecords.txt Salesforce 9 Expiry Count
RELOAD £ RELOAD £¥ RELOAD £ RELOAD £
US SSN PatientRecords11.txt Salesforce 9 HIGH
US SSN AetnaRecords.txt Salesforce 9 HIGH
US SSN AetnaRecords.txt Salesforce 9 HIGH

A Confidential
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Customer Access Governance & Intelligence

Data
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Why IDM for External Entities?

1 Need to support Digitalization... SAVIYNT FOR

EXTERNAL ENTITIES

salesforce

46

Involves empowering customers and partners with self-service tools
and opening up traditionally closed IT processes

Plug-n-play micro services such as ID proofing, subscription
management, granular delegated administration, ID linking, case
management, etc.

Security must scale to millions of entities...

Solution needs to provide / govern granular access control over portal
services, attributes and fields

Such scale requires IDM solution to be data sparse and support fine-
grained delegated administration and profile management

IDM integration needs to run deep...

Needs to support extensive APIs and flexible configuration to
seamlessly integrate with rest of customer experience — Portal, CSRs,
legacy identity stores, fine-grained authorization stores,...

RADIL (NT
DL

2@ Microsoft Azure

Pingldentity’
okta

ORACLE

. FORGEROCK

Scale to Millions of Entities
with Data Sparse

ID Proofing Support
Granular Attribute-based

Access Control

Self-service / Delegated

Administration

Profile Management (MFA,
federation preferences, etc.)
LDAP Group Provisioning
Privileged Access

Management

Confidential
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Path to creating a trusted customer by lowering / managing

risk seamlessly

Self-help tools

&

: : AEreee Prodgct.
Trusted user Registration R Subscription Adrmin tools
A Management
& WRISK A\ TRUST Security

\Vilelglitelglple

, Admin tools
Registered Customer

A

Policy /

Pr]\/i|ege Customer

Management

Product

Support
Mgmt. L

Consumer

Confidential
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Key tenets of customer identity management and governance

Registration

Product
subscription

Access
Management

Scalability

Trust model for customer

onboarding
Ability to perform tiered ID proofing based on
type of resource being accessed

Access control over portal resources
Trigger step-up authorization while accessing
portal products

Single sign-on across portals

Support for social / multi-factor authentication
Support for adaptive / risk-based
authentication

Self-help tools including forgotten user name
and password

Need to scale to millions of
identities

Delivered as a (micro-) service

Traditional reconciliation based methods fail
with millions of transactions, support instant
provisioning and on-the-fly administration

Privilege
Management

Customer
SUpport

Product policy
Management

Security

Monitoring

Support for federated authorization
Externalize portal authorization model, typically
based on LDAP, support SOA / services

Provision across multiple legacy / SaaS identity
stores

Support for granular delegated administration (B2B
/ B2B2C)

Single sign-on across portals
Manage registration failures
User password reset, OTP registration

Manage access to portal resources
Manage privileged access for portal authorization
store, authentication / authorization policies

Bulk changes to users’ access

Identify threats and risks in real-time
Monitor user activity and behavior to detect
malicious intent

Force step-up or adaptive authentication

Key differences from enterprise IGA Confidential
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Conceptual customer IAM architecture

— ACCESS I\/IANATG EMENT P —

S DR o

i

|

CUSTOMER IDM CUSTOMER ID STORE INTERNAL CMDB
—>i — PORTAL AUTHORIZATION
T SsAvivnT STORE 7 {frets Manager
T RISK PROVIDERS
(Internal, ID Proofing, UEBA) L |
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Detailed CIDM Services Architecture

Customer
Support

IT Security
Audit / Compliance

Customers,
Partner Admins

Portal / App
Owners

PORTAL SERVICES

API abstraction layer

Employees

Manage Account
(Self-service / delegated)

Account Validation /
Linking

Subscription / Profile
Management

Privacy / Consent
Management

Forgotten ID /
Password Management

Portal Entitlement
Management

Privilege Access
Management

Product / Service Catalog
Management

Case Management
Support

Just-in-time
Provisioning

= Microsoft:
7 Identity Manager

Session
Management

Tiered Identity
Proofing

Risk Profiling /
Management

Multi-factor
Authentication

Federation /
Single Sign-On

Delegated User
Administration

Adaptive

Access Review Authentication

L
O
Z
<
Z
o~
L
>
O
O

o
—
p=
O
=
>_
-
—
Z
L
=

Role / Policy /
Group
Management

Reports,
Controls,
Dashboards

Web Services
Security

Access Policy
Management

Security Token

Workflow .
Service

Provisioning Audit, Reports

Customer Identity Stores, AuthN /
AuthZ stores, Legacy Platforms

Customer Master Data

rd : H
3rd Party / Internal Risk Providers Management

User & Entity Behavior Analytics

‘i Microsoft:
< . Identity Manager

Confidential



Customer identity lifecycle management

Registration with tiered ID proofing

Consumer Portal

Registered
Customer

Services
Claims
product

y

Trusted
user

User

Saviynt

Identify claimed product
Determine user / device
context

Select appropriate

risk provider

Determine user’s validity
Identify malicious / rouge
IP, compromised client
Onboard user

Support case management

Stateful
multi-level
risk
negotiation

ID Proofing Provider 1

ID Proofing Provider 2

ID Proofing Provider 3

Transfers case details

Provision Accounts, Access,
Risk Score

Registration support

J

51

3 party Case
Management

SsAvivNT

ANOMALI

- SOCURE

CMDSB....
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Customer identity lifecycle management

Authorization and Privilege Management, Governance for Portal

Product
Owners

e

Customer Support

e

IDM
Management

p

Saviynt

Product Management
Bulk Updates

Version Control

APIs
Role / Profile

Governance
Risk Profiling Model

Reporting
Dashboards

Privilege Access Management

Policy /
Audit DB

3rd Party Apps

Portal
Legacy Apps
Legacy
Authorize Authorization

Federated
Coarse / Fine-grained

Data sparse Authorization

Instant Provisioning Replication

User Directory /
Portal Entitlement Store

Provisioning

» Externalize portal authorization to LDAP

+ Easier to make bulk fine-grained authorization changes

» Implement privilege access management for portal
authorization changes

Confidential
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Active Directory Group Management

Data
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Saviynt provides several pre-built Access Lite-Cycle Management modules to

automate [AG processes and accelerate deployment by over 80%

Emergency / Fire
fighter Access

» Self-service request for AD security group / DL provisioning
Privilege & Service » Delegated administration for AD security group / DL
Account Lifecycle i Contingent Worker management
: : On-boarding Support for nested AD groups
: Rules for AD group naming convention, OUs, etc.
Bulk assignment of users to AD groups
Integrated with risk-level for determining workflow behavior,
certification review frequency
: » Enhanced catalog integration with AD group description, risk
cerirrneereneerenaand 5 level, etc.
: « Dynamic group ownership management with primary and
secondary owners
» Automatic group membership based on roles / rules

Badge

CUStomer Se|f- . _ ...... : AD GrOUp
service Registration Pl Management

SAVIYNT

o4 Confidential
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What do the Analysts say?

Cloud

IEEN
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Gartner IGA MQ 2017/ and Report on Critical Capabilities for

IGA 2017/

Identity Governance & Administration (IGA) MQ 2017

Omadagg) SailPoint @

One Identity.

Saviynt @

Oracle @

IBM .. CA Technologies

Saviynt 2016) O @ Micro Focus (NetiQ)

AlertEnterprise @
Dell Technologies (RSA)

—_—

“Saviynt has the most fully
featured IGA solution
delivered as a service of any
vendor reviewed in this Magic
Quadrant.”

Gartner IGA Magic
Quadrant 2017

SAP @
o Atos (Evidian)@ @ tore Seculy
)
2
i
o
=
S
=
=
[==]
<C
COMPLETENESS OF VISION —> As of February 2017

Source: Gartner (February 2017)
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Critical Capabilities for IGA 2017
Figure 3. Vendors' Product Scores for the Governance-Focused Use Case

Product or Service Scores for Governance-Focused

G )

Saviynt
Oracle -_- 3.87
Omada I : 77
SailPoint IdentitylQ I : 77
Dell Technologies (RSA) | | HEB
One Identity | | kEn
Hitachi ID Systems --. 3.37
Micro Focus (NetlQ) --. 3.36
IBM N : 2:
AlertEnterprise --I 3.20
Core Security --I 3.20
CA Technologies -_I 3.13
SAP | Ky
Atos (Evidian) -- 2.86
SailPoint IdentityNow | | PAE
1 2 3 4 g
As of May 2017

Source: Gartner (May 2017)
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Gartner Market Guide for SOD Controls Monitoring 2015

Key features “One of the rare vendors that approaches IGA and Segregation

SOD Risk Compliant Role Emergency Access Transaction

Vendor Analysis | Provisioning | Management | Access | Certification| Monitoring of Duties controls monitoring with a common suite of products.
AuditBot I . . i - Whereas most SOD controls monitoring vendors tend to focus
| CaoSys I I = i a n exclusively on financial applications, Saviynt has extended its
ControlPanelGRC I I I I I I coverage to include healthcare applications ..."
CSl tools i . I 1l - s
ERP M .
= Yoesto 1 ' - ' I ! Healthcare update to Gartner IGA Magic Quadrant 2015
Fastpath I 1 I 1l [ | i
Greenlight Technologies 0 s s 1 n i
Infor I I I I I I
Nasdaq BWise I
Oracle I i 1 i i i “Organizations looking for a centralized SOD controls
Q Software - - . monitoring approach with advanced role mining and user
SAP L1 1 L 1 | - 4 provisioning requirements across multiple ERP platforms and
C Saviynt I 1 1 I I I ) complex authorization systems including SaaS applications,
Security Weaver I T T T i L should consider Saviynt.”
wikimad i - - a - a
Xpandion 1 I I I l I Market Guide for SOD Controls Monitoring 2015
m Only partial functionality is delivered Partially offered via partnership
l Complete functionality delivered Complete functionality via partnership

Source: Gartner (April 2015)
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